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Gesture Controled Robot 
 

 

 

Abstract: The goal of this paper is to develop a system that will interact with the hand-controlled gesture. This 
system could be implemented in communication with any entity with the digital module and can be controlled 

via gestures. This system is consisting of a transmission side and receiver side which has a raspberry pi at the 

transmission end. Numerous algorithms have been proposed and implemented to achieve the goal of gesture 
recognition and its use in communicating. Gestures can be tracked using an accelerometer so they can also be 

controlled via smartphones using the inbuild Bluetooth for transmission. This paper deals with the design and 

implementation of a wireless gesture-controlled Robot using an Arduino processor and a Gesture-operated 

application to control the gestures via Bluetooth. The system can be broadly classified into two components: 

The Hardware part consisting of the Arduino Microcontroller, the L293D Motor Driver, HC-05 Bluetooth 

module, and the Gesture, and the software consists of logics of C++ based code that run the gesture. 

--------------------------------------------------------------------------------------------------------------------------------------- 

Date of Submission: 29-06-2021                                                                            Date of acceptance: 13-07-2021 

--------------------------------------------------------------------------------------------------------------------------------------- 

 

I. INTRODUCTION 
A Robot can be classified as an electro-mechanical moving system that can be controlled via a 

computer program. Robots can be autonomous or semi-autonomous. A robot that can be autonomous which is 

not controlled by humans can act on its own decision by sensing the environment. Majorly industrial robots are 

autonomous because of there operating speed is very high with greater accuracy. But few applications require 

semi-autonomous or human-controlled robots. Some of the most commonly used system control are touch-

controlled, motion control, and voice recognition. One of the most frequent implementations is a motion-

controlled robot which is a Gesture control robot. In this Project, the gesture-controlled robot is developed using 

a Lily pad, MPU6050, which is a 3-axis accelerometer and gyroscope and is controlled via Arduino Nano. 

Rather than using a remote control having a joystick and buttons instead of hand gestures makes it much easier 

to use using handheld gestures. Which is based on wireless communication, where the data from the handheld 

gesture are transmitted to the robot via Bluetooth link (both at transmitter and receiver end) the whole design is 

divided into transmission and receiver parts. With the help of circuit diagram components if transmission and 
receiver are separately explained. 

 

II. LITERATURE REVIEW 

In [1], the authors analyzed different motion technology to capture the gesture. They have used a 

wearable gesture device that has a sensor on the wearable device. which the movement of the hand is detected 

via a sensor and can be sent wirelessly through radio waves. 

In [2], the author analyzed ViTel robot which is controlled with hand gesture without being at the same 

place it can be controlled with the smartphone using virtual reality technology to drive two-wheel robot which 

can go to the locations which cannot be easily accessed. Which can help the military and high security on the 

field. 

In [3], the authors design and developed Five Figure Robotic Hand(FFRH) which consist of command 
such as fingers open and close, wrist up and down, base clockwise and counterclockwise. Which also secure 

human presence under hazardous conditions and can be precise while doing it so. 

In [4], the authors made three-axis accelerometers when the person/user moves the hand in 3 directions 

ie. X, Y, Z. The robot captures their movement on an accelerometer which can help handicapped people to make 

their movement easily through hand gestures. 

In [5], the authors used MEMS (Micro-Electro-Mechanical Systems) which consists of an 

accelerometer to record hand-controlled gestures. The MEMS identifies the gesture and sends it to a 

microcontroller. Which can also be sewed on the cloth material which can be much more flexible 

[20] Gyroscope and accelerometer are the major technique for the human interaction devices, therefore, 

are used in various applications of human interaction 
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III. RESEARCH METHODOLOGY& IMPLEMENTATION 

The Main Aim of this work is Handheld Gesture controlled robot. The user has a glove that has 

amounted Bluetooth and gyro to track moves rotates his hand in any direction. The Gyroscope is regulated to 

generate a maximum and minimum value for the movement of the hand in three-dimensional coordinates 

depending upon the external environmental conditions. The Lily pad does the work of sensing the accelerometer 

calibration and generating the maximum and minimum values from it. Depending upon the outputs obtained, it 

sends a specific value to the microcontroller using a Bluetooth module. The Bluetooth module is both at the 

receiver and transmission end, and the module transmits data to Arduino where it checks for the value and 

moves the robot according to the values. The whole process is in a loop, so it runs as long as power is supplied 

to it. The output depends upon the accelerometer which is used to control the robot. The accelerometer input 
depends on the gestures of the user's hand. The steps are broadly described in this section. The system consists 

of the following steps mentioned in fig3.1.  

 

 
Figure 3.1-Block diagram of gesture control robot [7] 

 

 3.1 Transmission of data to Motor driver 
The input to the application in the direction of movement of the hand of the user is given by the 

accelerometer. This is analog. It is coded in C++ in Arduino and transmits the instructions via HC-05 Bluetooth 

Module. The Bluetooth signals go into the pins of the Arduino board, which consists of inbuild AD/DA 

converted which is of 8 bits. The Arduino processes the data which is received. Based on the Data which is 

received, a specific signal is transmitted to the L293D Motor Driver to rotate the motor in such a way that the 

robot moves in the direction in which the user moves his hand which is pre-programmed.  

The data is received from the Android Smartphone via the HC-05 Bluetooth module on the digital pins 

of the Arduino microcontroller. It is then processed in Arduino. This processed data is received by the L293D 

Motor Driver.  
Gesture Recognition is equipped with inbuilt accelerometers. The application designed in the work 

receives the value of the accelerometer and sends the value to the microcontroller using Bluetooth, the 

Accelerometer changes its values accordingly. It is then retrieved by the application. There are two values: One 

is the maximum value and the other is a minimum value. The range is determined using the two values of each 

function of the robot. If the value received by the application lies between the specific values, and then the 

corresponding values are generated. The determined value is sent to the microcontroller, which receives certain 

value, simultaneously process it and recognize and the corresponding gesture, and send the signal to the robot 

which makes it move accordingly to it. 

 

3.2 Movement of Motors and Wheels 
 There are 4 DC motors used in this model of robot, one motor for each wheel. The motors are 

controlled by the L293D Motor Driver. The shield is stacked and can run 4 DC motors. Installing the L293D 

Motor Driver library gives the flexibility of using the motors just by calling some pre-defined functions as 

motor1.setSpeed(value) that sets the speed of the motor to 250 rpm, or motor1.run (FORWARD) that makes the 

motor1 rotate forward. All these functions are called from the program present in the Arduino Microcontroller. 

The signal is sent to the motor shield that runs the motors. The wheels are connected to the motors. 4DC motors 

are used in this model 2 to the left and 2 to the right. When the signal is received in the motor driver to move 

forward direction, all the 4 wheels motor rotate forward and makes the robot move forward when the signal 

given to the robot to move in forward left direction, the left diagonal motors are rotated backward while the 

right diagonal motors are made rotated forwards. Which makes the robot turn in the left direction. Which makes 

the robot move in forward left. When the signal is received in the motor Driver is to turn the robot in the 

forward right direction, the right diagonal motors are rotated while the left diagonal motors are rotated forwards. 

Which makes the robot move in forward right direction. When the signal in the motor shield is to move 
backward, both the pairs of the motors are rotated backward resulting in the robot moving backward. When the 

signal in the motor shield is to stop the robot, all the motors are made stationary resulting in the robot stops. 

Similarly, to rotate the robot in backward directions, a similar methodology is used. To turn the robot in the 
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backward left direction, the left diagonal motors are rotated forwards while the right diagonal motors are rotated 

backward.  Which makes the robot move in the backward left direction. To turn the robot in the backward right 

direction, the right diagonal motors are rotated forwards while the left diagonal motors are rotated backward. 

Which makes the robot move in the backward right direction.  

 

 
Figure 3.2 – Robotic-arm movement [13} 

 

Movement of the Motors and Wheels. Designing the Movement Application, The Arduino application 

is the key to control the robot using hand gestures. The Program inside the Arduino reads the accelerometer is 

stated as X, Y, Z values are obtained inside the program and are dynamically changed. There are two values 

assigned for each movement: one is MAX and MIN Threshold. If the obtained value lies between these 

thresholds of a certain movement, then the character assigned to denote that movement, which is called the DET 

or determinant is sent to the robot via Bluetooth. The application continuously senses this until the application is 
ON. The application makes the calculations and accelerometer values, in the user instructions issued with the 

robot will show the movement of hand gesture so that the user is aware of bots movement and the wrong 

movement are to be avoided.  

The following images show the block diagram of Hand Gesture Controlled Robot for both Transmitter and 

Receiver Parts. 

 

Transmitter Block Diagram 

 
Figure 3.3 – Transmitter block Diagram [8] 

 

Receiver Block Diagram 

 
Figure 3.4 – Receiver block Diagram [9] 
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Circuit Diagram of the Transmitter Section 

The following image shows the circuit diagram of the Transmitter part of the Hand Gesture Controlled Robot 

project. 

 
Figure 3.5 – Circuit diagram Transmitter section [10] 

 Arduino Nano 
 434MHz RF Transmitter 

 HT-12E Encoder IC 

 MPU6050 Accelerometer/Gyroscope Sensor 

 750KΩ Resistor 

 

Circuit Diagram of the Receiver Section 

 
Figure 3.6- Circuit diagram of Receiver section [11] 

 L293D Motor Driver IC 
 HC-05  Decoder IC 

 434 MHz RF Receiver 

 33KΩ Resistor 

 330Ω Resistor 

 LED 

 4 Geared Motors with Wheels 

 Robot Chassis 

MPU6050 

The MPU6050 is one of the most commonly used Sensor Modules by hobbyists and enthusiasts. It consists of 

Accelerometer and Gyroscope on the same IC and provides 6 Degrees of Freedom (3-axis of an Accelerometer 

and 3-axis of a Gyroscope). 
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Figure 3.7- MPU6050 [14] 

 
Arduino UNO 

Arduino Uno is a microcontroller board based on the ATmega328P (datasheet). It has 14 digital input/output 

pins (of which 6 can be used as PWM outputs), 6 analog inputs, a 16 MHz ceramic resonator 

(CSTCE16M0V53-R0), a USB connection, a power jack, an ICSP header, and a reset button 

 

.  
Figure 3.8- UNO [15] 

 

L298N motor driver 

L298N Motor Driver Module is a high-power motor driver module for driving DC and Stepper Motors. 

 
Figure 3.9- L298N motor Driver [16] 

 

Wheel And BO Motor 

The wheels that come with the BO shaft motor works well together 

 
Figure 3.10- Wheel And BO Motor [17] 

 

LilyPadArdunio 

The LilyPad Arduino is designed for e-textiles and wearables projects. It can be sewn to fabric and similarly 

mounted power supplies, sensors, and actuators  
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Figure 3.11- LilyPad [18] 

 

HC-05 - Bluetooth Module 

The HC-05 is a very cool module that can add two-way (full-duplex) wireless functionality to your projects 

 
Figure 3.12- HC-05 [19] 

 

Transmitter Section 

The transmission section of the robot consists of Arduino Nano, Lilypad, MPU6050 Sensor, HC-05 

Bluetooth IC, and a BT Transmitter. The transmission between Arduino Nano and MPU6050 Sensor 
communicates through I2C Interface. Hence, the SCL and SDA pins of the MPU6050 Sensor are connected to 

the A5 and A4 pins of the Arduino Nano. Similarly, we are using the interrupt pin of MPU6050 and is 

connected to D2 of Arduino Nano.  HC-05 is an encoder IC that is often associated with the BT Transmitter 

module. Which converts 12 Bit parallel to Serial data. The 12-bit data is segregated into data and address bits. 

A0 to A7 (Pin 1 to Pin8) are the address bits and they are used for the secure transmission of the data. These 

pins can be either left open or connected to the ground (Vss). In this circuit, Pin 1 to Pin 9 (A0 – A7 and Vss) of 

HC-05 are connected to the ground pins from numbers 10 to 14 (AD8,9,10,11) are data pins of HC-05. Which 

receives the 4bit parallel data from an external source like a microcontroller (Arduino Nano in this case). They 

are connected with the pin (D12,11,10&9) of Arduino nano. (Te) is the pin of transmission which enables the 

pin and when the pin is low. The data can only be transmitted till the Te is low. Hence, Pin 14 (Te) is also 

connected to the ground. The encoder IC has an internal oscillator circuit between pins 16 and 15 (OSC1 and 

OSC2). A 650KΩ resistor is connected between these pins to enable the oscillator. Doubt (Pin 17) is the serial 
data out pin. It is connected to the data in the pin of the RF Transmitter. Both Arduino Nano and MPU6050 

have a 3.3V Regulator. Therefore, all the VCC pins are connected to a 5V power supply.  

 

Receiver Section 

The receiver section of the robot consists of a BT Receiver, HC-05 Bluetooth IC, L293D Motor Driver 

IC, and a robot chassis with four motors connected to wheels. Lilypad is the decoder IC that is connected via the 

BT receiver. It converts Serial data by the BT link into parallel Data. A0 to A7 (Pin 1 to Pin 8) is the address 

pins and must be matched with the address pins of the encoder. Hence, the Address pins of the Encoder 

(Lilypad) are grounded, whereas the address pins of the decoder must be grounded. Hence, pin 1 to 9 (A0-7 and 

Vss) are connected to the ground. The serial data from the BT receiver Is given to (Pin 14) of the Decoder IC 

Lilypad has an oscillator and is connected to OSC! And OSC2 (Pin 16&15). Pin 17 indicates a transmission data 
of pin 17 will be high when valid data is present at the data pins. An Led in series indicates a valid data 

Transmission. Pins 10 to 13 (D8, D9, D10, and D11) of Lilypad are the parallel data out pins. Which is 

connected to the input pins of L293D motor Driver Ic ( pin 2,7,10 & 15) L293D motor driver IC is used to 

provide the current (for both Forward and Reverse Directions) to the motors. Pin 1 and 9 enable pin and 

connected to Vcc with pin 16 (Logic Supply). Pin 3-6 & pi 11-14 are the Outputs that are connected to the 4 
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motors. Pin 8 is the Motor supply pin that is connected to a Separate Power Supply. Therefore, batteries or a 

dedicated power source will be needed at the receiver section which is for the circuit and the motors. 

 

 
Figure 3.13 – Assembled Project 

 

IV. SYSTEM WORKING 

Step 1: Switching on the receiver and transmitter 

Step 2: Wait for the Bluetooth to sync with each other the code has been made so that they connect to the same 

Bluetooth device.  

Step 3: User Seeks the gesture as command the movement of the hand. 

 Step 4: The application understands the gesture and sends a signal through Bluetooth.  

Step5: The microcontroller receives this data from the Bluetooth module serially and generates a binary code as 

per the commands in the written code.  
Step6: This Binary sequence is given as input to the acting gestures of the hand and sends to the receiver module  

Step7: The gesture control robot can give the output 50 -100 m as it is a prototype. 

Step 8: As per the program code, the received binary code is decoded and as per the assigned trigger, the 

function is executed by motors. Hence the robot function as per the gesture command transmitted through 

Bluetooth to established communication. 
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Figure 4.1-Flow chart [6] 

 

V. CONCLUSION 

The robot is designed to have Greater scopes in the future. The robot can be used for surveillance 

purposes. The robot can be applied in a wheelchair where the wheelchair can be driven by the movements of the 

rider's hand. Wi-Fi can also be used as a way of communication instead of Bluetooth which cannot be accessed 

from a greater distance. Edge sensors can be incorporated into it to prevent the robot from falling from any 

surface. Some cameras can be installed which can record and send data to the nearby computer or cell phone. It 

can be implemented on a watch, or in any home appliance like a Room heater. Nowadays an Arduino Chips 

support internet connections which will help utilize communications to a greater extend. This robotic car can be 

enhanced to work in military surveillance where it can be sent to some enemy camps and track its activities via 
the Internet. With a mind full of creativity, the possibilities are endless. In this paper, the design and 

implementation of Gesture Controlled Robot are presented and developed using Arduino microcontroller and 

Gesture. An algorithm has been provided and its work is detailed thoroughly. Hence, there are infinite 

possibilities so the system has a lot of future scopes. The device which has been built is on the cheaper side and 

is easy to carry from one place to another. The addition of some additional sensors or cameras will make it more 

productive. Limiting the hardware to be associated with the system has been reduced. As an end though, the 

system will allow the user to control it in a way that reduces the gap between the physical world and the digital 

world with an output more intuitive. 
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CODEC PERFORMANCE COMPARISON FOR HD AND UHD 

VIDEO CONSUMPTION 

 Mr. Yashodhan Killekar* 

Mrs. Nidhi** 

 

The new state-of-the-art high-performance video coding standards are AV1, High Efficiency 

Video Coding (HEVC), and VP9. They are all aimed at lowering the bit rate while increasing 

compression performance. HEVC/H.265 video codec which was developed jointly by ISO/IEC and 

ITU-T offers up to 50% bit-rate reduction as compared to its predecessor H.264/AVC. The VP9 is 

open source and developed by Google it gives 50% lower bitrate than it‟s predecessor VP8. The AV1 

video codec is open source and is developed by The Alliance for Open Media. AV1 claims to have 

30% more efficiency over HEVC. In this paper, we compare AV1, VP9, HEVC and AVC and 

evaluate their coding efficiency. 

Keywords : Video Compression, video codecs, AV1, HEVC, VP9, AVC. 

I. INTRODUCTION 

In 2021, video is more important to 

consumers than ever. Especially post pandemic 

scenario, people are reliant on video 

conferencing via internet since many industries 

are switching to work from home culture. 

Each day, people stream their favorite 

shows, watch tutorial videos on YouTube to 

learn something new, or follow events, question 

and answer sessions via video conferencing, 

interviews via live video and Online classroom 

sessions via video conferencing. High-speed 

internet and digital media services make video 

content more accessible from anywhere. 

II. THEORETICAL COMPARISON 

Picture Partitioning 

The Coding Tree Unit (CTU) is the basic 

building block of HEVC [5]. CTU sizes up to 

64x64 are supported by HEVC/H.265. The 

previous coding standard, H.264/AVC, allows 

for a maximum block size of 16X16. AV1 uses 

the concept of Superblocks.[1] The content of 

each frame is divided into superblocks, which 

are adjacent blocks of the same size. 

Superblocks are square in form and exist in two 

sizes: 128x128 and 64x64. The Vp9 uses The 

Super Block 64 (SB64). Which is similar like 

Coding Tree Unit (CTU) n HEVC. SB64 forms 

a quad-tree structure after partitioning like 

HEVC. 

Intra-picture Prediction 

For block sizes ranging from 4x4 to 

32x32, VP9 supports a total of 10 Intra 

prediction modes [1]. HEVC has 35 Intra 

Prediction modes which includes Planar, DC, 

and 33 angular prediction modes. The flexibility 

of an intra coder is further explored in AV1 in a 

number of different ways. 

Enhanced Directional Intra Prediction, 

Non-directional Smooth Intra Predictor, 

*MCA Student, BVIMIT Navi Mumbai, 

**Asst. Professor, BVIMIT Navi Mumbai. 
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Recursive-filtering-based Intra Predictor, 

Chroma Predicted from Luma [2]. 

Inter-picture Prediction 

The Merge mode was first introduced in 

HEVC's Inter Prediction. Merge mode copies 

reference block information from a temporal and 

spatial axis. This copied data is used to create a 

region with identical motion data. The best 

motion vector is chosen from a group of 

candidate vectors using the motion vector 

mechanism. For block sizes ranging from 4x4 to 

64x64 pixels, VP9 supports a set of 4 inter 

prediction modes [1]. AV1 allows larger CUs to 

be divided into smaller sub-CUs, with each sub-

CU obtaining a more accurate motion vector 

field. [2]. 

Transformation 

HEVC use the Discrete Cosine 

Transform (DCT) based spatial transformation. 

VP9 consists of three types of transforms: 

Discrete Cosine Transform (DCT), Asymmetric 

Discrete Sine Transform (ADST), and Walsh-

Hadamard Transform (WHT) [1]. AV1 allows 

luma inter coding blocks to be partitioned into 

transform units of various sizes that can be 

represented by a recursive partition instead of 

implementing fixed transform unit sizes [2]. 

Entropy Coding 

In AV1, entropy coding is achieved by 

combining a Multi-symbol Arithmetic Range 

Coder with Symbol Adaptive Coding [4]. The 

VP9 bit-stream is arithmetic encoded. HEVC 

proposed the high complexity entropy coding 

(HCEC) and low-complexity entropy coding 

(LCEC) [3]. 

Interpolation 

Modern video codec standards use 

Motion Compensated Prediction (MCP) to 

remove the sequential redundancy in video 

signals. HEVC utilizes 8-tap filter for Luma, 

and four tap filter for Chroma. VP9 includes 

three 8-tap filters, each with a precision of 7 

bits. 

Loop Filters 

In HEVC, the reconstructed pixels are 

subjected to two in-loop filters: the deblocking 

filter and the sample adaptive offset filter. The 

VP9 loop filter is intended to reduce blocking 

artifacts on boundary types. Loop filtering is 

performed in 64x64 super-blocks in raster scan 

order. AV1 creates the Combined Constrained 

Directional Enhancement by combining the 

Thor codec's constrained low-pass filter and the 

Daala codec's directional deringing filter 

(CDEF) [4]. 

III. ENCODERS CONFIGURATION 

HEVC, VP9, AV1 and AVC encoders 

are installed in a computer with specification 

given in Table I. FFmpeg software was chosen 

with similar settings for codecs HEVC, VP9, 

AV1 and AVC. 

CPU GPU Memory OS 

AMD 

Ryzen 7 

3700x 

@3.9GHz 

8-Cores 16-

Threads 

Nvidia 

Geforce 

GTX1660ti 

6GB 

16 GB Windows 

10 

IV. OBJECTIVE ASSESSENT 

The structural similarity index measure 

(SSIM) is a tool for evaluating how consistent 

digital television and cinematic images, as well 

as other digital images and videos, are viewed. 

The SSIM index is a full reference metric in 

other words, the measurement or prediction of 

image quality is dependent on a reference image 

that is uncompressed [4]. For this study, Latest 

version of x265 [5], Latest version of libVPX, 

Latest version of libaom and Latest version of 

x264 are used [6]. Rate-distortion curves are 

used to evaluate efficiency. 

The following test sequences were 

selected for the study, with an emphasis on 

high-definition video sequences. 

1. Shields (720p) [7] 

2. Sunflower (1080p) [7] 

3. Ducks_take_off (2160) [7] 



 

273 

Figure 1 shows a sample video frame from each series. 

 

shields  

(1280 x 720) 

Width: 1280 pixels 

Height: 720 pixels 

Display aspect ratio: 16:9 

Frame rate: 50 FPS 

 

sunflower  

(1920 x 1080) 

Width: 1920 pixels 

Height: 1080 pixels 

Display aspect ratio: 16:9 

Frame rate: 25 FPS 

 

ducks_take_off (3840 x 2160) 

Width: 3840 pixels 

Height: 2160 pixels 

Display aspect ratio: 16:9 

Frame rate: 50 FPS 

 

Fig. 1: Sample test video sequence frames. 

The RD-curve for test video shields (720p) is shown in Fig. 2. The RD-curve for test video 

sunflower (1080p) is shown in Fig. 3, while RD-curve for test video ducks_take_off (2160p) is 

shown in Fig. 4. 
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Fig. 2: RD Curve for shields(720p) 

 

Fig. 3: RD Curve for sunflower (1080p) 

 

Fig. 4: RD Curve for ducks_take_off (2160p) 

V. LIMITATIONS 

Today, most of the video consumption is 

done on the internet with streaming web series, 

tutorial videos, documentaries, etc. video 

playback on web browsers is essential. 

Although AV1 outperforms VP9, HEVC 

and AVC. It lacks hardware acceleration support 

on many platforms including desktop and 

mobile devices. Hardware acceleration is 

essential for smooth video playback.  The native 

web browser support for codecs in shown in 

TABLE II. 

TABLE II: Native Web Browser Support 

 AV1 VP9 HEVC AVC 

Chrome Yes Yes No Yes 

Firefox Yes Yes No Yes 

Edge Yes Yes Yes Yes 

Safari Yes No Yes Yes 

VI. FUTURE SCOPE 

Video codec techniques have a wide 

range of application areas ranging from online 

HD and UHD video streaming, video 

surveillance to video broadcast to HD and UHD 

televisions. Currently AVC has the most 

widespread platform support including most 

popular web browsers Google Chrome, Safari, 

Microsoft Edge, Opera, Mozilla Firefox as well 

as mobile platforms Android and iOS. HEVC 

has a limited support. AV1 has very limited 

support today and requires powerful hardware to 

decode. Although AV1 and VP9 doesn‘t have 

hardware acceleration support to many 

platforms today, these codecs are open-source 

and royalty free. Full hardware and software 

support in near future for these codecs can be 

expected. 

VII. CONCLUSION 

AV1 and VP9 are the most recent video 

coding standards, with major differences in their 

architecture, implementation, and capabilities. 

According to the experimental results obtained 

from RD curves for each test video, AV1 

outperforms HEVC, VP9, and AVC by 

achieving higher SSIM for the same targeted 

bit-rates of the same video series while ensuring 

practically identical encoding parameters. AV1, 

VP9 and HEVC standards are competitive and 

outperform their respective predecessor standard 

versions.  

Although AV1 lacks hardware 

acceleration support today, AV1 is open-source 
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and royalty free. Hardware acceleration support 

on future devices for AV1 can be expected. 
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ABSTRACT  
In this challenging time, the world has faced different problems where health care has taken the majority of the 

lives of people. Due to certain symptoms, people fear the worst, which leads them to take up wrong medication 

without any doctor consultation. To overcome this situation, it is important to predict disease at an initial stage. 
So the most challenging part is the precision of the predicted disease. Machine Learning has made it easy to 

study any random data and produce efficient output. From all over the world so much medical data is produced 

every year. An increasing amount of medical data from earlier history has benefited the accuracy of the 
analysis. Hidden patterns are discovered using these historical records with the help of ML. The proposed 

project is based on general disease symptoms. In "Prognosis" we use Naive Baye's, Decision Tree Mapping, 

and Random Forest Machine Learning algorithm for precise results. We have used a Dataset including various 

types of symptoms corresponding to their disease. Living habits and checkup information are key points for 
accurate prediction. Accurate results of this "Prognosis" using Naive Baye's, Decision Tree Mapping, and 

Random Forest Machine Learning algorithm 81.26%.This system gives close prediction to the actual disease. 

Keywords— Prognosis, Naive Baye's, Decision Tree Mapping, and Random Forest Machine Learning 

I. INTRODUCTION 
Health care has taken up a major role in human lives. In these tragic times, when doctors cannot give personal 

attention and care to the patients, for the general diseases which are 20%-30% cause of the deaths or leads to 

major health issues. These general diseases need to be cured in the initial stages. Hence we have introduced 
Prognosis, online assistance to doctor as well as the patient. This system provides you with various symptoms 

which can accurately confirm the disease. This application is built in such a manner that when a patient selects 

the symptoms, the disease is predicted. Patients can also provide their history at the time of consultation with a 

doctor. The use of various algorithms in Machine Learning has made it easy to predict the root cause of the 
disease. Also, it has become a lot easier to communicate with certified doctors and get proper opinions about 

any health-related issues. For Prognosis, we have using Machine Learning algorithms to predict the accuracy of 

the disease. It also helps to understand the eating habits of the patients. For this system, there is no use of virtual 
doctors but the predictor itself guides the patient. Prognosis Application applies data mining with Naive Baye's, 

Decision Tree Mapping, and Random Forest Algorithm. Using Prognosis doctors can get to know the pattern 

and range of the disease in the body. The system uses the dataset and is trained with Machine Learning and Data 

Mining. Several datasets and algorithms were used to build predictors based on factors like age, gender, 
symptoms, eating habits, etc. As the data is processed, the input parameters of the dataset are supplied to every 

model, and the disease was received as an output with dissimilar accuracy levels. Compared to several typical 

calculating algorithms, the scheming accuracy of our proposed algorithm reaches 81.26% with a regular speed 
which is quicker than that of the uni modal disease risk prediction algorithm and produces a report. Division of 

the paper is made that first section is about Introduction. Section second consists of studying an existing system 

and a Machine learning brief. The third section is about the detailed implementation of the Prognosis. Section 
fourth is about results obtained after the use of various algorithms. And lastly, we will brief the summary and 

the future scope for the system. 

II. LITERATURE REVIEW 

Literature survey is elaborated considering the existing projects which are in working state right now. They are 
an inspiration to improve the existing system by going ahead with the problem statement. We are more focused 

on increasing the accuracy levels by decreasing the complexity of the algorithms. 

II.I. EXISTING SYSTEM 
The project developers have taken into consideration the original idea and researched with different 

combinations. Comparison of various algorithms like Decision Tree Mapping, Naïve Bayes, Random Forest 

using performance measures like MAE in WEKA, statistical analysis KAPPA, etc. comparing the classifiers 
based on accuracy measures. Decision Tree Mapping and Naïve Bayes were considered with minority 

percentage difference while Random Forest was more accurate to predict for Allergist, Immunologist and 

Dermatologist dataset used in the project. Also for the prediction of disease-related to Orthopedic and 

Rheumatology used the analysis of different Machine Learning Algorithms of Decision Tree for better 
prediction. The accuracy level has been more. Analysis of Bayes Net using WEKA Tools for various disease 
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predictions for different datasets. The performance is acquired by the combination of results of measures such 

as ROC and AUC curve values. Bayes network along with SMO shows optimum results than others. For a 

disease like peptic ulcer, we used Multilayer neural networks which provided 87% accurate prediction. 
Observation concluded that C5.0 and Fuzzy C-means provide the highest and lowest accuracy which is from 

34% - 80%. With all over results and prediction it is likely to conclude that classification algorithms provide 

better accuracy over clustering algorithms. 

III. SYSTEM ARCHITECTURE 

The disease predictor system analyses disease based on the probability percent of different symptoms. Other 

factors like age, gender, eating habits are also taken into consideration while consultation. During these 

consultations, doctors counsel precautionary measures required for treatment of predicted disease. In the early 
stage, the application is presented with various sources i.e. patient data. The raw data is then processed using the 

data mining algorithms which produce the prediction based on high accuracy. The diagnosis is then sent to both 

the doctor and the patient. Based on the disease the specialist can be consulted and the treatment can be 

recommended. 

 

\Fig -1: System Flow Diagram for Prognosis 

The system is built as Admin module, Doctor module and Patient module. Admin module helps to keep up with 

the training dataset and regulates the disease predictor. While the doctor module has the part of consultation 
after logging in to system and creating the portfolio. Patient module can redirect to symptoms after filling up the 

necessary detail once logged in, and gets the consultation after the results are diagnosed about disease predicted. 

 

Fig -2: Block Diagram for Prognosis 



International Journal of Advance and Innovative Research   
Volume 8, Issue 3 (III) July - September 2021  
 

158 

ISSN  2394 - 7780 

IV. IMPLEMENTATION 

Prognosis is implemented as : 

1) Admin 

2) Doctor 

3) Patient 

4.1  Admin 

Once after SignIn the application following are the set of rules to be implemented by Admin : 

I.  Preprocessing the extracted data 

II. Transformation of the raw data. 

III.  Retrieving data out of data sources for feature selection. 

IV.  Implementation of Random Forest,Naive Baye's and Decision Tree Mapping for the prediction 

accuracy. 

V.  Designing Framework according to the Algorithm. 

Step I: Preprocessing the extracted data 

Data set used for the study of Prognosis is obtained from Kaggle.com and and different health websites 

with inital size 132 types of different symptoms and their 40 class of general disease. 

 

Fig -3: Extracted Data 

Step II: Transformation of the raw data 

The dataset  taking into consideration is raw. 

This data is further modified by bifurcating by selecting      required inputs. 

Required inputs are then transformed in high level language. 

Step III:  Retrieving data out of data sources for feature selection 

Here, we take only the necessary information (symptoms ONLY) which is essential for predicting the disease. 

All the other information of patient which are not required for prediction is omitted and to make system more 

fluidic, we generalize the steps into proper sequential manner for better human understanding. 

Step IV: Implementation of Random Forest, Naive Baye's and Decision Tree Mapping for the prediction 

accuracy 

A) Naive Bayes classification algorithm 

In this system we have used Naive Bayes algorithm for classification purpose and to predict that classification is 

predictor independent. 

It assumes that Naive Bayes classifier predicts that the presence of a particular feature in a class is unrelated to 

the presence of any other feature. 



International Journal of Advance and Innovative Research   
Volume 8, Issue 3 (III) July - September 2021  
 

159 

ISSN  2394 - 7780 

Sophisticated classification can be best performed by Naive Bayes with end result as peak level   . 

Subsequent  probability an be outperformed by Naive Bayes theorem. 

P(a|b) from P(a), P(b) and P(a|b). 

Look at the equation below: 

P(a/b)=(P(b/a)P(a))/P(b) 

where, 

 P(a|b) is the subsequent probability of class (a, view)              given predictor (b, parameters). 

 P(a) is the prior possibility group. 

 P(b|a) is the likelihood possibility of disease predictor given group. 

 P(b) is the prior probability of disease predictor set. 

B) Random Forest Algorithm 

The extracted data is used for classifier models. 

Used simple preset probability to choose the relevant data attribute. 

RF algorithm uses sample data and to construct multiple decision trees by mapping random sample of feature 

subspaces 

The RF algorithm associated with a set of training datasets D and Nt attributes can be described as follows: 

I Pre Stage: 

D1, D2 ….DK sampled by predetermined probability with replacement. 

II Post Stage: 

For each dataset DK construct a decision tree model. The training datasets are randomly sampled using its 

subspace of m-th dimension from the available attributes. 

Calculate all possible probability based on the m-th features. Data split is properly described in the tree structure 

nodal format. The process will be on going till it reaches the threshold limits criteria. 

Combine the P number of unpruned trees h1(A1), h2(A2),…….. Into a random forest ensemble and use the high 

probability value for classification decision. 

Pseudo code: 

1. Randomly select “x” attributes from total “y” attributes ,where x <  < y. 

2. Among the “x” attributes, calculate the node “x” using the best split point. 

3. Categorize the node into daughter nodes using the best split. 

4. Repeat 1 to 3 steps until “z” number of nodes has been reached. 

5. Build forest by repeating steps 1 to 4 for “x” number times to create “x” number of trees. 

StepV.  Designing Framework according to the    Algorithm. 

Prognosis is ready to use as “trained model” is   completed. 

4.2  Doctor 

Once after Sign-Up or LogIn the application following are the set of rules to be implemented by Doctors : 

I.  Check the Profile of Patient 

II.  View Consult History 

III.  Consult patient regarding the treatment 

I. Check the Profile of Patient 

 Doctors could check the profile based on the predicted  disease 
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II. View Consult History 

 History consultation works like the past records of the patients and the reference to the doctors 

 

III. Consult patient regarding the treatment 

 Predicted results are seen to both the patient and the specialist doctors. 

 This helps it to be easier way of consultation. 

 

4.3  Patient 

I.  Add symptoms for disease prediction 

II.  Consult doctor 

III.  View Consultation History 

IV.  Rate the Doctor 

I. Add symptoms for disease prediction 

 Patients can add the symptoms according to their needs in order to get a desired prediction. 
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II. Consult doctor 

 After getting the results of predicted disease the patient can consult specialist doctor for further treatment 

and medication. 

 

III. View Consultation History 

 

 Patient can view the consultation history with the doctors. 

 

IV. Rate the Doctor 

 Based on the performance and the consultation doctor can be rated by patient. 
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V. RESULTS AND CONCLUSION 

Confusion Matrix 

 Confusion Matrix briefed us about the error that is caused by the system with prediction, which lead us to 

know how the algorithm is working with different set of parameters. 

 

Fig -4: Confusion Matrix of Sample Data 

The Prognosis is the application created from the systems with newly combining the Machine Learning 

Algorithms such as Random Forest with Decision Tree Mapping 

And Naïve Baye’s. 

The system accuracy is as 81.26 % correct prediction. 

There are two different algorithms used and most precise prediction is given by Random Forest using decision 

tree with approx. 78.2% and for the acute diseases Naïve Baye’s with approx. 82.66%. 

There are some drawbacks which when debugged the system will start running smoothly. 

The following are the drawbacks of the Prognosis: 

1) Working through with algorithms for better prediction. 

2) Since system has limited doctors concept of virtual doctors can be used as future scope. 

3) The precision of medical history need to be cumulative in order to make Prognosis work efficiently. 

The following are the advantages of Prognosis: 

1) The system can be used for private clinics 

2) Online consultation becomes easier for the old aged patients and also for regular in pandemic times. 

3) System can be also used as an second opinion for the patients. 

4) Doctors and Patients both get advantage of the system with various features like, Consultation history, 

profile of Doctor and Patient. 

5) This system can be used efficiently in remote areas Swith less medical facilities, to predict the case. 
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Abstract: Vocal Programming or voice programming is going to be the need of the world as Programmers around the world are 
facing Repetitive stress injuries (RSI) in their upper limbs. RSI further causes cubital tunnel syndrome. The syndrome occurs 
when ulnar nerve gets pinched at the elbow causing pain and numbness in hands and fingers. We are interacting with our 
gadgets by talking to them with the help of voice assistants. But what if the software itself could be built using voice? That’s the 
idea behind vocal programming, an approach to developing software using voice instead of keyboard and mouse to write code. 
This paper talks about a system which will help RSI affected programmers to program with minimum use of their hands. 
Keywords: Voice Coding, Voice Programming, RSI, Vocal Programming 
 

I. INTRODUCTION 
Repetitive Stress injury take the form of Carpal Tunnel Syndrome(CTS),bursitis, rotator cuff tendonitis, tennis elbow. The total cost 
for RSI of all types is estimated at almost $6 billion annually.  Taking breaks from your desk for few minutes, stretching, wiggling 
your fingers are some recommendations to avoid RSI's, but unfortunately IT professionals have strict deadlines and they ignore 
these recommendations. Apart from RSI ,Upper Limb amputation is another issue which can be caused by accident, cancer etc. So 
questions arise, what if a IT Professional meets with a car accident and looses his upper limbs? How will he type? If he cant type, he 
cant code ,so why will a IT firm retain him? To address these issues we should use an alternate way of taking input such as voice.. 
To recover from RSI, the affected person needs to take breaks, do stretching but IT professionals have strict deadlines, for them 
taking breaks and stretching is not possible due to their busy schedule. So how will the affected area get rest? Giving maximum rest 
to the affected area is recommended but without compromising the deadlines  . How will we achieve that? By using vocal/voice 
programming. The idea behind vocal programming or voice programming is to allow user to type code with minimum use of 
keyboard , so the hand affected with RSI gets the maximum rest and ensures speedy recovery. 
 

II. LITERATURE SURVEY 
Voice recognition is mainly used in voice assistant's like Apple's Siri, Googles Voice assistant, Microsoft’s cortana, Amazons 
Echo(alexa) and many more. Voice recognition is also used in chat bots where user can interact with the bot without a need to click 
buttons on the keyboard. 
So why not take the voice recognition a little bit further and use it for Voice Programming?. 
VoiceAttack is a paid software which takes your apps and pc games to a different level by adding your voice as an additional 
controller. With VoiceAttack you can control the buttons on your keyboard through your voice , it also allows you to register new 
commands. After registering those commands you have to register a action (keypress or a text to type) or a sequence of actions for 
that command .for eg :-for command “new line”  the corresponding action will be to press ENTER button on the keyboard, now 
whenever a user says ‘new line’, ENTER button will be clicked automatically. 
A youtuber having a channel named ‘learn coding by game’ has used the capabilities of VoiceAttack combined with Microsoft 
Visual studio IDE for python programming. 
‘Programming by voice, Vocal Programming’ by Stephen Arnold talks about developing a voice programming environment by 
using  two commercially available software packages ‘Dragon NaturallySpeaking’ and Microsoft Visual studio IDE. 
Talon is another software which enables you to write code and control your computer with voice, Talon also provides an extra 
feature of eye tracking . 
 

III. OBJECTIVES 
A. Identify the problems of Repetitive stress injuries (RSI). 
B. Implement the solution for minimizing the problem of Repetitive stress injuries (RSI). 
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IV. PROBLEM DEFINITION 
RSI(Repetitive Stress injury) refers to gradual buildup of damage to your muscles, tendons and nerves from repetitive motion. 
 

Cause effect diagram 

 
 
Repetitive task such as typing, using computer mouse, bending neck to hold mobile handset, gripping steering wheel. 
High intensity activities such as training for sports, poor posture , working with force leads to RSI.  
RSI affects your wrist , hands, forearms, elbows, neck and shoulder. 
 

V. IMPLEMENTATION OF  VocalPython 
Product VocalPython will enable the user to code python with the help of his/her voice on a IDE named Pycharm. Using notepad 
was an option but Pycharm provides lots of features which notepad doesnot provide. While coding, python programmer needs 
indentation , otherwise the interpreter will throw an error. Code formatting is needed to keep the code readable and maintainable for 
fast coding we need auto suggestions. All these features are provided by Pycharm IDE. It takes care of indentation, code formatting 
and most importantly code auto completion so that the programmer can focus on the main logic. Pycharm takes care of many things, 
so now one can focus on other things such as voice input, converting the inputted voice to text, processing the text. 
 
A. Enabling Technologies 
1) Pycharm IDE 
2) python's "speech_recognition" library which converts spoken words to text. 
3) python's "pyautogui" library to take control over the keyboard. 
4) python's "re" library also known as regex to identify patterns and process text. 
 
B. User Manual for vocalpython 
1) User has to say “ open pycharm ” after which pycharm opens up. 
2) To type “a=20",user has to say “ type a equals 20” 
3) User has to say the following commands 

 
Command Result 
Clear entire file Clears entire file 
Clear entire line Clears the current line 
Run program Runs Program 
Exit  Exits Pycharm 
Undo Ctrl+z 
Define function function_name def function_name(): 
End of line Moves the cursor to the end of current line 
Start of line Moves the cursor to the start of current line 
Call function function_name fnction_name() 
Click up Moves the cursor one line up 
Click down Moves the cursor one line down 
Click right Cursor shifts one place to the right 
Click left Cursor shifts one place to the left 
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Punctuations 
Command Result 
click full stop . 
click exclamation mark ! 
click semicolon ; 
click forward slash / 
click underscore _ 
click comma , 
click space  
click ampersand & 
click question mark ? 
click backslash \ 
click hyphen - 
click apostrophe ' 
click hashtag # 
click dash - 
click vertical bar | 
Click colon : 

 
Brackets 

Command Result 
click single quote ‘ 
click double quote “ 
click open parenthesis ( 
click close parenthesis ) 
click open bracket [ 
click open angle bracket < 
click close angle bracket > 
click close bracket } 

 
Symbol 

Command Result 
click percent % 

click equal = 

click minus - 

click multiplication * 

click greater than > 

click less than < 

click dollar $ 
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VI. LIMITATIONS 
Python’s ‘speech_recognition’ library is used which has a Recognizer class, this class contains 7 instance methods which will help 
us to recognize speech, out of which recognize_google() (google we speech API) has been used here but any speech recognition 
engine has the following challenges. 
 
A. Different person may have different style of speaking ,a person might have American accent, Indian accent, Russian accent and 

so on. 
B. Speech recognition engine might not be able to understand a pronunciation.  
C. Isolated room and auditorium will have different background noise ,again echo might contribute to a lot of noise. 

 
Cursor controlling and mouse clicks are some other challenges. Googles web speech API which has been used, is for natural 
language detection. The differences between natural language and computer languages is significant enough that attempting to use 
voice recognition software for programming quickly becomes so slow and frustrating that it makes it impractical. 
 

VII. FUTURE ENHANCEMENTS 
The Product is still in development phase, Cursor controlling is an important issue to be handled, the cursor movement of computer 
will be controlled by eye movement using Open CV. Camera will detect the Eye ball movement which can be processed in 
OpenCV. By this the cursor can be controlled. For Mouse clicks, python’s pyautogui library will be used. 
Instead of using google web speech API , Dragon NaturallySpeaking/VoiceAttack voice recognition systems  can be used. Dragon 
NaturallySpeaking voice recognition system  provides the voice recognition capabilities necessary for building a voice recognition 
system to support programming. The Dragon NaturallySpeaking allows us to build a  library of vocabulary for a computer language. 
This library consists of the words that are used in writing a program. These words are the tokens of the programming language, that 
exist in the specific program being written. Talon voice is another  tool built specifically to help software developers work without 
using their hands. 
An interface similar to VoiceAttack will be provided , which will allow the user to register commands and corresponding actions 
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Abstract:  Facial Emotion Detection is the process of identifying human emotions from facial expressions. 
Facial Expression recognition (FER) system is a system to recognize expressions from a person’s face. It plays 

an important part in today’s world in fields human physiological interaction detection. The human can 

recognizes emotions automatically, and many software has now been developed that can recognize emotions as 

well. 
Keywords:  Facial Expression Recognition, Convoluted Neural Network, Machine Learning. 
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I. INTRODUCTION 

Facial expression is an important way of communicating human emotions. Darwin in 1872 proposed 

that facial expressions of emotion may have a link to evolution of species. Sir Charles Bell and G.B. Duchenne 

anatomically examined human facial expressions. Mehrabian et al showed that 55% of feelings and attitudes are 

expressed via the facial features[4]. Facial expression are classified as various states like Happiness, Anger, 

sadness, surprise, disgust and fear  which are given in figure 1. 
 

 
Fig. 1: Different facial expressions 

 

 FER has applications in fields of Human-computer Interaction, Virtual reality, Augmented reality, 

Education, audience analysis in marketing and entertainment [1]. This review aims to explain the history, 

importance, and procedures of FER systems. 

 

 STEPS OF FACIAL EXPRETION RECOGNATION SYSTEM 

FER systems have 4 important steps like signal acquisition, Pre-processing, Extraction of features, selection of 

features and their classification (Fig 2).

 

 
Fig. 2: Steps of FER [2] 
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[I]INPUTS OF FER SYSTEM 

FER can be studied by various input taken by camera, facial action coding etc. But commonly static 

(frame-based) and dynamic (video-based) inputs are commonly used [3]. Static FER are obtain from images like 
photos and Dynamic FER are obtained by spatio-temporal features for obtaining dynamic facial expression. 

Static FER has lower rate than Dynamic FER. 

[II]PRE-PROCESSING OF SIGNALS 
Facial expressions captured by photos can be studied using facial landmarks namely alae of nose, corner of of 

eyebrows, mouth corners which are the emotional highlights of the face and varies with six expressions of 

emotions. Noise reduction using filters; face detection by localising and extracting facial region; Normalisation 

of colour & size of images; and enhancement of image by Histogram Equalisation are various pre-processing. 

[III]FEATURE EXTRACTION 

Extracting useful information from the image/input signals is called feature extraction. Gabor feature extraction, 

local binary pattern, optical flow method, feature point tracking and many such techniques employed for the 

same. These can be classified as geometric and appearance based. Geometric FER systems extract not only 
shape and positions but also angles between various face elements like eyes, ears, mouth and nose. Their 

geometrical relationship illustrates the feature vectors. Appearance based FER uses appearance and employs the 

texture information of face as feature vector. Appearance based FERs are more popular since they provide 

higher recognition rate. Another disadvantage of Geometric system is the difficulty in finding accurate and 

proper geometric features of face in real-life settings [5]. 

[IV] CLASSIFICATION OF SIGNALS 

k-nearest neighbours, Support vector machine, Ada-boost, and Probabilistic neural networks where common 

classifier used for this purpose. But nowadays, these classifiers are replaced by “Deep Learning” (DL) methods. 

DL, a branch of Machine learning is widely used in FER systems. Convolutional Neural Network (CNN) among 

other Neural networks is the most popular among researchers in this field. Here, the input images are convolved 

through filters in the convolutional layers so by producing a feature map. 

 

II. METHODOLOGY 

Convolutional Neural Network 

Jung and others in 2015, studied two types of CNN for this purpose. One which can extract the 

temporal appearance of facial features and another for geometric features [6]. This successfully boosted facial 

expression recognition. Another method is a Deep region and multi-label learning (DRML). This is a deep 

neural network which uses feed-forward functions. This approach is easily trained and it can also learn 

automatically [7]. Better than these two a LSTM (long term short memory), a type of RNN (Recurrent Neural 

Network), which is easy to fine tune when combined with other models such as CNN and it also supports both 

fixed and variable length inputs and outputs. 

 

 
                                                                       Fig. : CNN in FER [2] 

 

1. Convolutional Layer 

Convolutional Layer which is layer which is used to extract features from input image  .In this layer operations 

of convulations are performed between input image and filter in form of size(MXM) and dot product is taken 

between  this 2 with respect to size of filter (MXM) 
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        X              
 

 Image                                                             Filter                                   Feature 

 
The output which we get is termed as Feature map which gives us information about image such as conres and 

edges. 

 

2. Pooling Layer 

 The main aim of this layer is to decrease the size of feature map to reduce the additional working cost. Pooling 

refers to a small portion, so we take small portion of input and try to take a maximum value known as Max 

pooling by which we are not taking all values from image but we are taking max value. 

 

 

---------------- - 

 

 
 

 

 

3. Fully Connected Layer 

This  layer is placed before output layer to form last layer of CNN architecture. It consists of weights and neuron 

and it is used to connect neurons between two different layers.  

 

4. Activation Functions 

It is final and one of the most important function of CNN model. Activation functions are mathematical 

functions that are added to neural network models to learn complex patterns. There are several commonly used 

activation functions such as the ReLU, Softmax, tanH and the Sigmoid functions. Each of these functions have a 
specific usage. 

 

III. CONCLUSION 
Even though facial expression recognition has attracted many scientists, real world applications have 

rarely evolved. This is because these systems have to evolve more and more to provide better accuracy than 

today’s average accuracy of 50%. Since people are from various races, colour, skin textures, they may differ in 

facial expressions, it is very difficult to create a FER removing all these differences. We hope that further 

researches in this field may tackle these issues providing us with robust, easy to use and widely applicable facial 

expression recognition systems. 
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ABSTRACT 
The open nature of the wireless medium renders it weak to intentional 
inference attacks, typically known as jamming. Jamming attack is considered 
as a serious threat to the wireless communications. Reactive jamming 
amplifies the attack potency by jamming only when the targets are 
communicating, which can be easily implemented using software defined 
radio. The intentional intervention with wireless transmission can be used as 
a launch pad for increasing Denial-of-Service attacks on wireless networks. 
Jamming is well-known reliability threat for mass-market wireless networks. 
With the increase in safety-critical systems this will be possible to become a 
constraining issue in the future. Thus, the design of accurate jamming 
detection algorithms becomes critical to react to existing jamming attacks. 
With regards to experimental work, jamming detection has been mainly 
examined for sensor networks. Generally, jamming has been addressed as 
external threat model. However, adversary with internal knowledge of 
protocol condition and network secret can start low – effort jamming attacks 
that are hard to detect and counter. In this paper we discuss various methods 
of detecting the jamming attacks and methods to prevent them. 
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I. INTRODUCTION 
Wireless networks are used for transmitting information of 
any kind between two or more nodes that are not physically 
connected. Wireless networks are vulnerable to various 
kinds of attacks because of its shared medium. It is needed to 
deal with numerous security issues. Attackers with a 
transceiver are able to interrupt wireless transmission, 
insert unwanted messages, or jam messages of high 
significance. Jamming can be considered as one of elemental 
ways of degrading network performance [1, 6]. Usually, 
jamming can be done in two forms. One is external threat 
model in which jammer will not be the part of network. 
Other one is internal threat model in which jammer will be 
part of network. In this paper, we will focus on external 
threat model where jammer with some confidential 
information about internal network can introduce jamming 
attacks. 
 
In this paper, network model is considered where nodes are 
communicating with each other and there attack node also 
exist, which will jam messages going through network. As we 
are considering that jammer is using external threat model 
and jammer will not be a part of the network but jammer is 
aware of all the implementation details of network protocols. 
By using this knowledge, jammer targets the packets of high 
priority [1, 3 and 6]. 
 
II. LITERATURE REVIEW 
There has been lot of research and development going on in 
this topic of wireless security, lots of articles, books, research 
and research papers have been published already. After  

 
reading handful of papers we have come to notice that there 
are various methods and techniques developed. First and 
foremost step is to identify the jamming attack which is the 
difficult part of that because if anyone is unaware that attack 
happening then, it is tough to avoid. 
 
The steganography talks about security related to the data 
that travels from one node to another, which is new 
technique to hide the data inside images. The method is 
designed to hide all the data entered within the image to 
protect the secrecy of the data. This system provides an 
image platform for user to input image and a text box to 
insert texts. Steganography Imaging System (SIS) is a system 
that is capable of hiding the data inside the image [2]. 
 
Detecting jamming attacks is crucial because it is the first 
step towards creating a secure and dependable wireless 
network. It is challenging because jammers can employ 
different models, and it is often tough to differentiate a 
jamming scenario from legitimate scenarios, we need to 
differentiate a jamming scenario from various network 
conditions congestions that occur when the aggregated track 
load exceeds the network capacity so that the packet send 
ratio and delivery ratio are affected. Detection can be done 
by various methods like signal strength, carrier sensing time, 
packet delivery ratio [1]. 
 
Piggyback is a technique for the security of the data with the 
sequence ID and with the host name. Along with the 
piggybacking we also maintain a strong hiding scheme that 
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provides the packet from loss and stored in the buffer. The 
congestion control is mentioned in this paper by following 
the sequential number ID of the packets. In the wireless 
network, the confidentiality of the data is more crucial 
aspect and is mentioned in this paper by piggybacking the 
packets without loss. The RSA algorithm is used for the 
encryption and decryption purpose. The encrypted data will 
then be piggybacked by which the data is hidden and then 
moved to the destinations. Through this the congestion on 
the network can be controlled [3]. 
 
The analysis showed that collisions due to jamming attacks 
are not different from collisions due to hidden terminal 
and/or network congestion. To improve the detection 
accuracy, we utilized the channel utilization metric to 
evaluate network congestion state and then performed tests 
to classify whether collision is due to jamming or network 
traffic conditions. Evaluated effectiveness of the scheme 
through simulations and demonstrated that is can be used to 
detect attacks with enhanced reliability and accuracy [4]. 
 
WSNs are a rapidly growing field, with many opportunities 
and challenging. Strict architectural, economic and 
technological aspects of such networks give it its unique 
characteristics and traits. As more dependent we grow on 
WSN’s, we cannot afford to compromise the availability and 
security of such networks. Since WSN hardware and 
software have many limitations, it allowed security issues to 
rise to the surface. In this paper, we have discussed the 
jamming attacks and sinkhole attacks. We discussed their 
main aspects and types, and how attackers utilize such 
techniques to launch their attacks. We have discussed 
through two major papers those pro-posed techniques to 
defend against jamming attacks [5]. 
 
III. METHODOLOGY 
A. Collision Monitoring Process 
Traditional detection mechanisms in wired networks consist 
of monitoring the network layer to analyze packet level 
transmissions. In wireless networks, such schemes cannot be 
used to detect DOS attacks such as jamming that occur at 
lower layers. In such cases it is necessary to monitor the 
wireless channel transmissions. Due to the broadcast nature 
of wireless channel, communication between nodes can be 
overheard by all points in their transmission range. We make 
use of this feature to our advantage and engage channel 
monitoring mechanism to detect collisions in wireless 
networks [3]. 
 
B. Congestion Estimation using Channel Utilization 
In this, the cross-layer measurement of channel utilization to 
determine collisions due to network congestion. The 
possibility of packet loss due to hidden terminal collisions is 
a function of traffic load at the hidden terminal node. Heavy 
traffic load in the node’s transmission or interference range 
can result in a congested network leading to packet 
collisions. Several metrics such as queue length, packet 
delivery ratio and throughput have been used to measure 
network congestion. Hence, congestion can be better 
characterized based on the amount of time the channel is 
utilized or reserved by nodes for transmission [3]. 
1. Channel Busy Time: Channel Busy Time is defined as 

the fraction of time interval during which the wireless 
channel is busy or occupied. Channel Busy Time 
measurement includes the time spent in packet 

transmission, reception and inter frame spacing delays 
preceding the transmission of control and data frames in 
wireless network [3]. 

2. Channel Utilization: Channel utilization in wireless 
networks is computed by adding the total time spent on 
transmission of all data and control frames, as governed 
by the Channel Busy Time. We define channel utilization 
as the fraction of time the channel is busy over the total 
duration [3]. 

 
C. Collision Detection 
In this collision detection, we present the two phase 
detection mechanism employed at the monitor nodes to 
detect jamming attacks. We describe the detection 
mechanisms in detail below [3]. 

1. Phase I Detection – Using passive monitoring: In this 
Phase its monitors conducts preliminary tests to detect 
collision occurrences in the wireless channel [3]. 

2. Phase II Detection- Using cross-layer measurement: In 
Phase II detection, we address the challenge of 
differentiating the collisions in network occurred either 
due to jamming attacks or congested conditions. In this 
work, we propose a cross-layer based measurement 
driven approach where congestion estimation using 
physical, MAC and network layer measurements is used 
to identify collisions. The monitor runs jamming tests as 
well as evaluates the congestion status of the channel 
[3]. 

 
D. Detection of Jamming Attacks 
1. Signal Strength: One natural measurement to detect 

jamming is signal strength, or ambient energy. Using this 
measurement is that the signal strength distribution is 
affected by the presence of jammer. By gathering 
enough amplitude measurements throughout a time 
period prior to jamming, network devices build 
statistical model that describe normal energy levels in 
the network. 

2. Basic Average and Energy Detection: We can have 
two statistics from signal strength readings, they are, the 
average signal strength and the energy for detection. In 
both cases, the statistical hypothesis testing problem is 
binary and essentially involves deciding between signal 
absent and signal present hypothesis [1]. 

3. Carrier Sensing Time: A jammer can prevent a 
legitimate source from sending out packets because the 
channel might appear constantly busy to the source. In 
this case, it is very natural for one to keep track of the 
amount of time it spends waiting for the channel to 
become idle, i.e. the carrier sensing time, and compare it 
with the sensing time during normal track operations to 
determine whether it is jammed [1]. 

4. Packet Delivery Ratio: Jammer may not only prevent a 
wireless node from sending out packets, but can also 
corrupt a packet during transmission. As a result, we 
next evaluate the feasibility of using packet delivery 
ratio (PDR) as the means of detecting the presence of 
jamming. The packet delivery ratio can be measured by 
the sender as well as by receiver. At the sender side, the 
PDR can be calculated by keeping track of how many 
acknowledgements it receives from the receiver [1]. 
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5. Signal Strength Consistency Checks: In this, we 
employ measurements of the PDR between a node and 
each of its neighbors. In order to combat false detections 
due to legitimate causes of link degradation, we use the 
signal strength as a consistency check. Specially, we 
check to see whether a low PDR value is consistent with 
the signal strength that is measured. If there are no 
interference or software faults, a high signal strength 
will corresponds to a high PDR [1]. 

6. Piggybacking: At the decryption end, the data in huge 
volume will be loss due to congestions. But by 
piggybacking the packets alongside the header and 
sequence ID and also the host name the information will 
be send directly to the selected host. Hence, the data will 
be buffered and after that process the data will be sent 
to all the clients that are alive on the network. Thus the 
piggybacking techniques the data will be directly sent to 
the client network, after the acknowledgement is 
received. The TCP protocol is responsible for the 
processing [4]. 

 
E. Defending against Jamming Attacks using Packet 

Hiding 
1. Strong Hiding Commitment Scheme (SHCS): This is 

based on the symmetric cryptography method. Main 
motive is to satisfy the strong hiding property while 
keeping the computation and the communication 
overhead to a minimum. The proposed SHCS requires 
the point consideration of the MAC and PHY layers. To 
reduce the overhead the de-commitment value or the 
decryption key value is done in the same packet in 
which the encryption is taken place. 

2. Encryption of Data: The data is encrypted by using the 
RSA algorithm. It is the public key algorithm that uses 
huge prime numbers in their factoring and their 
multiples as the code or key to encode the data given. 
Since the key size is large the intruders won’t be easily 
able to hack the data. Through this RSA algorithm the 
data will be more secure. Cryptography is the process of 
transforming information (plain text / image) into 
incomprehensible form (Cipher text / Cipher image). 
The technology of encryption is called cryptology. The 
RSA algorithm is used to encrypt and decrypt the text, 
because it is considered as a better solution for 
encryption. In cryptography, RSA is an algorithm for 
public key cryptography. The RSA algorithm involves 
the use of two keys, a public key, which may be known 
to anybody and can be used to encrypt messages, a 
private key, known only by the recipient and used to 
decrypt messages [4, 5]. 

3. Cryptographic Puzzle Hiding Scheme: A sender sends 
a packet for transmission. Sender selects random key of 
desired length. Sender generates a puzzle (key and 
time), where puzzle denotes the function generator and 
it denotes the time required for solving the puzzle. After 
generating the puzzle, the sender broadcast the (C, P). At 
receiver side the receiver solve the puzzle to recover key 
and then computes the sender message [4, 5]. 

4. All or Nothing Transformation: The packets are pre-
processed before transmission but are unencrypted. The 
jammer cannot perform packet classification till all 
pseudo message corresponding to original packet are 
received and inverse transformation have been applied 
[4, 5]. 

F. Prevention Techniques for Jamming Attacks 
1. Honeypots: Honeypots are basically a great security 

measure which is used to fool attacker present in 
network. While deploying in a network, honeypot try to 
gain attention of attackers. Honeypots trap the attackers 
in a way that attacker attacks on honeypot by thinking 
that it is the important part of network and at the same 
time honeypot collects all the information about 
attacker such as attacking strategy, purpose and 
techniques. In this section, an approach is provided 
which will use honeypots to provide an efficient solution 
to jamming attacks. Architecture for Implementing 
HONEYPOTS consists of Base-station, Mobile nodes and 
Honeynodes (nodes where honeypots are deployed) 

 

 
Figure: Network Architecture of Honeypots 

[Source adapted from [6]] 
 

1. Process: In this process, if attack is detected then it 
checks for if, node is a honey node, then it informs base 
station of the attack and continues communication to 
deceive the jammer and change frequency of operation. 
If node is a base station then checks if honey node has 
informed of the attack then select frequency to jump 
using dynamic selection and inform associated node to 
switch to this frequency or else find the node that did 
not respond and if any node did not respond then 
broadcast frequency change command and change 
frequency of operation [6]. 

2. Steganography: In cryptography the protection of 
messages from being captured by non-legitimate entity 
is achieved using steganography. This technique depicts, 
the fact that a message is being sent, and, if not detected 
make the sender and receiver invisible. Thus, 
steganography provides not only security, but also 
anonymity and security during transmission process. 
Steganography techniques make the use of digital data 
such as audio, video, image, etc. to hide secret message 
[2]. 

 
IV. RESEARCH FINDINGS 
By going through these papers, this methodology can be 
used for the future in detecting the jamming attacks in 
various fields where lots of data is transferred continuously. 
With the help of this we can secure the communication 
medium up to some extent. This concept can help us and give 
a prior intuition of the attacks by which we can detect as well 
as prevent jamming attacks. Many data center can also be 
benefited, as they store huge amount of data in their storage. 
While transferring the message or important documents we 
can also make use of the steganography as discussed above. 
Another interesting issue is to find alternatives for modelling 
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lack of knowledge for the attacker and the network. An idea 
would be to average over all strategies of the opponent. 
More enhanced versions of attacks can be considered, such 
as the one with dynamic control of jamming probability to 
extend detection time likewise, the network can adapt 
channel access probability. Finally the issue of multiple, 
potentially co-operating attackers give a whole new flavor to 
these problems and is worth further attention. 
 
V. CONCLUSION 
In this paper, researcher found that there are various 
jamming attacks and detection model in wireless networks. 
Different real-time packet classification is reviewed that are 
used to classify the packet before reaching at destination. 
Diverse prevention techniques based on cryptanalysis and 
steganography are used to reduce jamming attacks. Honey 
pot is another technique that has been used to reduce the 
effect of jamming as well as it uses some algorithm to fool 
jammer and decrease jamming rate. The conclusion is that 
there are various methods of prevention and detection of 
jamming attacks but, none can be 100% solution for the 
attacks. Still by using this methodology we can go one level 
up for preventing and detecting jamming attacks. 
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